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Naive Verification Attempt: Dynamic Verification

int findMax (Node 1)
ensures max(result,l) && contains(result,l)

int m = 1->val;
Node curr = 1l->next;
while (curr != NULL) {
if (curr->val > m) {
m = curr-—->val;
}

curr = curr->next;

}

return m;
} 'IT
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Naive Verification Attempt: Dynamic Verification

int findMax (Node 1)
ensures max(result,l) && contains(result,l)

int m = 1->val;

Node curr = l->next;
while (curr != NULL) { Dynamic Verifiers increase
if (curr->val > m) { run-time overhead &
m = curr->val; provide assurances only
} for current execution path!
curr = curr—->next;

}

assert max(m,l) && contains(m,l);
return m;
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Naive Verification Attempt: Static Verification

int findMax (Node 1)
ensures max(result,l) && contains(result,l)

int m = 1->val;
Node curr = Jp e —
while (curr !=2

(R
=

2 Location might not be readable.
4 The postcondition at 24.13 might not hold. The €

The postcondition at 24.13 might not hold. The € J \ evaluate to true.
. . eva, rue.
' _|input(24,13): Error: Precondition at 15.11 mi, int fraction at 15.11 for Node.valid.
l Cu r r - > W C|input(31,12): Error: Location might not be re
input(22,3): Error: The postcondition at 24.1 A (pression at 24.13 might not evaluate to true.
input(22,3): Error: The postcondition at 24.1 (pression at 24.23 might not evaluate to true.
m curr )

curr = curr->next;

Boogie program verifier finished with 4 verif_ | —

}

return m;

[ T
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Naive Verification Attempt: Static Verification

int findMax (Node 1)
requires 1 !'= NULL
ensures max (result,l) && contains(result,l)

int m = 1->val;
Node curr = l->next; . e
FOLDS /UNFOLDS Static Verlfler§ _hav.e a large
while (curr != NULL) LOOP INVARIANTS upfront specification cost
if (curr->val > m) { m = curr->val; } & cannot support
curr = curr->next; incremental verification!
FOLDS/UNFOLDS
} LEMMAS
FOLDS/UNFOLDS

return m;
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Gradual Verification supports
incremental verification

by applying

static verification where possible &
dynamic verification where necessary.
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Gradual Verification to the Rescue

int findMax (Node 1)
requires °?
ensures max(result,l) && contains(result,l)

int m = 1->val;
Node curr = 1l->next;
while (curr != NULL) ?
if (curr->val > m) {
m = curr-—->val;
}

cCurr = curr—->next;

return m;

[ T
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Gradual Verification to the Rescue

int findMax (Node 1)
requires °? && 1 !'= NULL
ensures max(result,l) && contains(result,l)

int m = 1->val;
Node curr = 1l->next;
while (curr != NULL) ?
if (curr->val > m) {
m = curr-—->val;
}

cCurr = curr—->next;

return m;

[ T
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Gradual Verification to the Rescue

int findMax (Node 1)
requires ? && 1 !'= NULL
ensures max(result,l) && contains(result,l)

int m = 1->val;
Node curr = 1l->next;
while (curr != NULL) ? && LOOP INVARIANTS
if (curr->val > m) {
m = curr—->val;
}

curr = curr->next;

return m;
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Gradual Verification to the Rescue

int findMax (Node 1)
requires 1 !'= NULL
ensures max (result,l) && contains(result,l)

int m = 1->val;
Node curr = 1->next;
FOLDS/UNFOLDS
while (curr != NULL) LOOP INVARIANTS {
1f (curr->val > m) { m = curr->val; }
curr = curr->next;
FOLDS/UNFOLDS

\ LEMMAS

FOLDS/UNFOLDS
return m;

} TTe
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Stop Specification Anytime with Gradual Verification

100%
90%
80%
70%
60%
% of Verification

Conditions Statically
Verified

%y

0%

40%

30%

20%

10%

Incremental Static Verification of List Insertion

100%

Memory Missing
Safety Lemmas

13 LoSC % 22 1 oSC

5 10 15 20 25 30 35
Lines of Specification Code

Copyright 2025 Jenna Wise & Purdue University

Full

Spec

44 | oSC

40 45 50

12



Thesis:
Gradual Verification of
Recursive Heap Data Structures

Sorted List

® 0 O O Binary Search

FindMax Tree

O l :I;:f:'ﬁ, I




Gradual Verification of Recursive Heap Data Structures
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Gradual Verification of Recursive Heap Data Structures

How Gradual
Verification Works

T
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Preliminaries

{ acyeclic(l) }
1 = new Node(3,1);
assert acyclic(l);

Copyright 2025 Jenna Wise & Purdue University
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Preliminaries

{ acyeclic(l) }
1 = new Node(3,1);
assert acyclic(l);

predicate acyclic (Node root) =
(root == NULL) °?
true

acc (root->val) * acc(root->next)

* acyclic (root->next)
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Preliminaries

/{ acyclic(1l) }
1 = new Node(3,1);

predicate acyclic (Node root) =
(root == NULL) °?
true

acc (root->val) * acc(root->next)

* acyclic (root->next)

N

assert acyclic(l){/

Accessibility
Predicate -
permission to

access a heap

location
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Preliminaries

/{ acyclic(1l) }
1 = new Node(3,1);

N

assert acyclic(l){)

predicate acyclic (Node root) =
(root == NULL) °?
true

acc * acc (root->next)

* acyclic (root—->next)

Separating
Conjunction -
predicates refer
to different heap

locations
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Preliminaries

{ acyeclic(l) }
1 = new Node(3,1);
assert acyclic(l);

predicate acyclic (Node root) =
(root == NULL) °?
true

acc (root->val) * acc(root->next)

* acyclic (root->next)
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Preliminaries

{ acyeclic(l) }
1 = new Node(3,1);
assert acyclic(l);

predicate acyclic (Node root) =
(root == NULL) °?
true

acc (root->val) * acc(root->next)

* acyclic (root->next)
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Static Verification of Daisy’s List Insertion Program

{ acyeclic(1l) }
1 = new Node(3,1);

assert acyclic(l); !

[ Te
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Static Verification of Daisy’s List Insertion Program

{ acyeclic(1l) }
1 = new Node(3,1);
{ 1 '= NULL * acc(l->val) * acc(l->next)

* acyclic(l->next) }

assert acyclic(l); !

[ Te
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Static Verification of Daisy’s List Insertion Program

{ acyeclic(1l) }
1 = new Node(3,1);
{ 1 '= NULL * acc(l->val) * acc(l->next)

* acyclic(l->next) }

assert acyclic(l); !

[ Te
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Static Verification of Daisy’s List Insertion Program

{ acyeclic(1l) }
1 = new Node(3,1);
{ 1 '= NULL * acc(l->val) * acc(l->next)

* acyclic(l->next) }

assert acyclic(l); !

[ Te
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Static Verification of Daisy’s List Insertion Program

{ acyeclic(1l) }
1 = new Node(3,1);
{ 1 '= NULL * acc(l->val) * acc(l->next)

* acyclic(l->next) }

predicate acyclic (Node 1) = A
(1 == NULL) ? true
assert acyclic(l); acc(l->val) * acc(l->next)
* acyclic(l->next)

| el _/

Copyright 2025 Jenna Wise & Purdue University
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Static Verification of Daisy’s List Insertion Program

{ acyeclic(1l) }
1 = new Node(3,1);

{ 1 '= NULL * acc(l- * acc(l->next)

* acyclic (% Predicates
treated iso-

%&fx e acyclic (Node 1) =

verifiers == NULL) ? true
c(l->val) * acc(l->next)
acyclic(l->next)

I |
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Static Verification of Daisy’s List Insertion Program

{ acyeclic(1l) }

1 = new Node(3,1);

{ 1 '= NULL * acc(l->val) * acc(l->next)
* acyclic(l->next) }

fold acyclic(l);

assert acyclic(l); !

[ Te
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Static Verification of Daisy’s List Insertion Program

{ acyeclic(1l) }

1 = new Node(3,1);

{ 1 '= NULL * acc(l->val) * acc(l->next)
* acyclic(l->next) }

fold acyclic(l);

{ 1 '= NULL * acyclic(l) }

assert acyclic(l); !

[ T
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Gradual Verification of Daisy’s List Insertion Program

{ 2}
1 = new Node(3,1);

fold acyclic(l);

assert acyclic(l);

4

[ Te
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Gradual Verification of Daisy’s List Insertion Program

{ 2}
1 = new Node(3,1);
{ ? * 1 '= NULL * acc(l->val) * acc(l->next) }

4

[ Te

fold acyclic(l);

assert acyclic(l);

Copyright 2025 Jenna Wise & Purdue University



Gradual Verification of Daisy’s List Insertion Program

{ 2}
1 = new Node(3,1);
{ 2 * 1 '= NULL * acc(l->val) * acc(l->next) }

4

[ Te

fold acyclic(l);

assert acyclic(l);

Copyright 2025 Jenna Wise & Purdue University



Gradual Verification of Daisy’s List Insertion Program

{ 2

1 =

{ 2

J

new Node (3,1);

* 1

= NULL * acc(l->val) * acc(l->next) }

fold acyclic(l);

predicate acyclic (Node 1) =

assert acyclic(l); (1 == NULL) ? true

* acyclic (l->next)

| e _/
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Gradual Verification of Daisy’s List Insertion Program

{ 2

1 =

{ 2

J

new Node (3,1);

* 1

= NULL * acc(l->val) * acc(l->next) }

fold acyclic(l);

predicate acyclic (Node 1) =

assert acyclic(l); (1 == NULL) ? true

* acyclic (l->next)

| e _/
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Gradual Verification of Daisy’s List Insertion Program

{ 2}
1 = new Node(3,1);
{ 2 * 1

= NULL * acc(l->val) * acc(l->next) }

fold acyclic (1l
? optimistically provides

acyclic(l->next)
for the fold

_
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Gradual Verification of Daisy’s List Insertion Program

{ 2}
1 = new Node(3,1);
{ 2 * 1

= NULL * acc(l->val) * acc(l->next) }

fold acyclic (1l
? optimistically provides

{ 1 '= NULL * acyclic(l) } acyclic(l->next)
for the fold

_
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Gradual Verification of Daisy’s List Insertion Program

{ 2}
1 = new Node(3,1);
{ 2 * 1

= NULL * acc al) * acc(l->next) }

fold acyclic ? can
represent ? optimistically provides
{ 1 != NULL * a predicates & acyCIiC(|'>next)

accessibility for the fold

predicates
-’?

Copyright 2025 Jenna Wise & Purdue University 37
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Gradual Verification of Daisy’s List Insertion Program

{ 2}
1 = new Node(3,1);
{ ? * 1 '= NULL * acc(l->val) * acc(l->next) }

fold acyc

Run-time check for

{ 1 !'= NULL * acyclic(l) acyclic(l->next) here

J

assert acyclic(1l);
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Gradual Verification of Daisy’s List Insertion Program

{ 2}
1 = new Node(3,1);

al) * acc(l->next) }

{ ?2 * 1 '= NULL * acc

fold acyc Predicates
checked :
Run-time check for
| = %* .
{ 1 '= NULL a equi- acyclic(l->next) here

recursively

at run time
-’?

Copyright 2025 Jenna Wise & Purdue University 39
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Gradual Verification of Recursive Heap Data Structures

How Gradual
Verification Works

Theory of ? & Run-time
Checking
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Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020]

[ ? * 1 !'= NULL * acc(l->val) * acc(l->next) ]

Copyright 2025 Jenna Wise & Purdue University 41



Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020]

? * 1 !'= NULL * acc(l->val) * acc(l->next)

v

l] '= NULL * acc(l->val) * acc(l->next) *
acyclic (l->next)
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Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020]

? * 1 !'= NULL * acc(l->val) * acc(l->next)

v

l] '= NULL * acc(l->val) * acc(l->next) *
acyclic (l->next)
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Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020]

[ ? * 1 !'= NULL * acc(l->val) * acc(l->next) ]

Imprecise formulas represent

precise formulas that are ...

Self-framed (IDF logic)

Satisfiable

Copyright 2025 Jenna Wise & Purdue University 44



Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020]

[ ? * 1 !'= NULL * acc(l->val) * acc(l->next) ]

Imprecise formulas represent

precise formulas that are ...

Self-framed (IDF logic)

Satisfiable

Preserves (implies)
static information

Copyright 2025 Jenna Wise & Purdue University 45



Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020]

? * 1 !'= NULL * acc(l->val)
1l '= NULL * acc(l->val) * acc(l->next)

* acc(l->next)

* acyclic(l->next)

1l '= NULL * acc(l->val) * acc(l->next)

* true

1l '= NULL * acc( * acc(l->next)

* L

1 !'=

MISSING STATIC
INFO

true

Copyright 2025 Jenna Wise & Purdue University 46



Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020]

! )
? * 1 != NULL * acc(l->val) —~ 1 !'= NULL * acc(l->val) *
* acc(l->next) acc (l->next) * acyclic(l->next)
| B \. A
Adaption of
y Abstracting Gradual Typing y

[Garcia et al. 2016]

1l !'= NULL * acc(l->val) *

— 1 !'= NULL * acc(l->val) *

acc(l->next) * acyclic(l->next)
acc(l->next) * acyclic(l->next)
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Gradual Verification of Recursive Heap Data Structures

How Gradual
Verification Works

Theory of ? & Run-time
Checking
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Run-time Checking of Formulas [Wise et al. OOPSLA 2020]

[ il. 1= NULT * acc(l->val) * acc(l->next) * acyclic(l->next) ]
\ I

[:SPECIAL STRATEGY }

Accessibility Predicates

Y
[assert 1l !'= NULL;}

[ BOOLEAN FUNCTION:]

Predicates

Boolean Expression

Copyright 2025 Jenna Wise & Purdue University 49



Run-time Checking of Predicates [Wise et al. OOPSLA 2020]

Recursive Predicate

//predicate acyclic (Node root)\\l

Boolean Function

= (root == NULL) ?
true | |
acc (root->val) * bool acyclic (Node root, OwnedFields of)
acc (root—->next) * { _
acyclic (root->next) i1f (root == NULL) {
\\» return true;
} else {
return assertAcc (root->val, of) &&

assertAcc (root->next,of) &&
acyclic(root->next,of);

Copyright 2025 Jenna Wise & Purdue University 50



Run-time Checking of Predicates [Wise et al. OOPSLA 2020]

Recursive Predicate

//predicate acyclic (Node root)\\l

Boolean Function

= (root == NULL) ?
true | |
acc (root->val) * bool acyclic (Node root, OwnedFields of)
acc (root->next) * { _
acyclic (root—->next) if (root == NULL) ({
\\» return true;
} else {
return assertAcc (root->val, of) &&

assertAcc (root->next,of) &&
acyclic(root->next,of);
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Run-time Checking of Predicates [Wise et al. OOPSLA 2020]

Recursive Predicate

//predicate acyclic (Node root)\\l

Boolean Function

= (root == NULL) ?
true | |
acc (root->val) * bool acyclic (Node root, OwnedFields of)
acc (root—->next) * { _
acyclic (root->next) i1f (root == NULL) {
\\» return true;
} else {
return assertAcc (root->val, of) &&

assertAcc (root->next,of) &&
acyclic(root->next,of);
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Run-time Checking of Predicates [Wise et al. OOPSLA 2020]

Recursive Predicate

//predicate acyclic (Node root)\\l

Boolean Function

= (root == NULL) ?
true | |
acc (root->val) * bool acyclic (Node root, OwnedFields of)
acc (root—->next) * { _
acyclic (root->next) i1f (root == NULL) {
\\» return true;
} else {
return assertAcc (root->val, of) &&

assertAcc (root—->next,of) &&
acyclic(root->next,of);
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]

Heap Stack
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]

Heap Stack Owned Fields
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]
Owned Fields

x = NULL; 1 = NULL; { }
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]
Owned Fields

x = NULL; 1 = NULL; { }

x = new Node (5,Xx);

{ ‘x—>val ‘ ‘x—>next‘ }
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]
Owned Fields

x = NULL; 1l = NULL; { }

X = new Node (b, x);

{ ‘ x->val ‘ ‘x—>next‘ }

x->val x->next
[l = new Node(3,1)4 { }

1->val 1->next
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]
Owned Fields

x = NULL; 1 = NULL; { }
‘ x->val ‘ ‘x—>next‘
[X = new Node (5, x) ;
x->val x->next
[l = new Node(B,l)% { }
| l1->val 1->next

max = findMax(l);]
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]
FindMax Owned Fields

x->val x->next
{ l->val l->next } { }

7

o
ff,)

Main Owned Fiel

int findMax (Node 1) |

requires acyclic(1l)
. ensures .. )

max = findMaX(l);]
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]

FindMax Owned Fields

{ x->val ‘ ‘ x->next } { 1->val 1->next }

o
ff,)

Main Owned Fiel

" int findMax (Node 1) |

requires acyclic(1l)
. ensures .. )

max = findMaX(l);]
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]

Main Owned Fiel

x->next

x->val
{ 1->val

1->next

[max = findMaX(l);]

FindMax Owned Fields

} { }

7

ok

(,‘J

int findMax (Node 1)
requires ?

. ensures .. )
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]
Main Owned Fields FindMax Owned Fields

x->val x->next
{ } { 1->val l1->next }

7

int findMax (Node 1)
requires ?

. ensures .. )

[max = findMaX(l);]
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]
Main Owned Fields FindMax Owned Fields

x->val x->next
{ } { 1->val l1->next }

7

int findMax (Node 1) |

requires ?
_ensures .. )

x->val x->next
{ l->val l->next }
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]

Main Owned Fields FindMax Owned Fields
x->val x->next
{ } { 1->val 1->next }
e - N
| int findMax (Node 1)
[max = flndMaX(l),] requires ..
_ ensures ? )

x->val x->next
{ l->val l->next }
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]

Main Owned Fields

l

[max = findMaX(l);]

l

x->val

xX->next

1->val

l1->next

FindMax Owned Fields

x->next

x->val
} { 1->val

l1->next

7

S

Copyright 2025 Jenna Wise & Purdue University

int findMax (Node 1)
requires ..
_ ensures ?

}
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]

acc (1->val) } » Owned Fields

//’bool assertAcc(l—>val,of;\\\

{

if (1->val in of) {
remove (1->val, of) ;
return true;

} else {
return false;

O Y
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]

acc (1->val) } » Owned Fields

//’bool assertAcc(l—>val,of;\\\

{

if (1->val in of) {
remove (1->val, of) ;
return true;

} else {
return false;

O Y
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Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020]

acc (1->val) } » Owned Fields

//’bool assertAcc(l—>val,of;\\\

{

if (1->val in of) {
remove (1->val, of) ;
return true;

} else {
return false;

O Y
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Important Gradual Properties

Soundness Conservative Extension
All specification violations If a specification doesn’t have ?,
caught statically or at and it verifies, the code is
run time correct

'

Gradual Guarantee
If your specifications are a
subset of a correct specification,
you won't get any errors

[Siek et al. 2015]
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Gradual Verification of Recursive Heap Data Structures

nia, USA

nw Gradual
f tioi “‘;wlth

,,,,,,,

<<<<<<

uuuuuuuuuuuu

How Gradual

Verification Works Gradual C0O

Tool Implementation:

] [DiVincenzo et al. 2025] [Zimmerman et al. 2024]
Theory of ? & Run-time

Checking
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System Design of Gradual CO [DiVincenzo et al. TOPLAS 2025]:

The First Gradual Verification Tool

Intermediate
Language

Static
Verifier

Symbolic
Execution

Viper
[Muller et al. 2016]

Copyright 2025 Jenna Wise & Purdue University
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sttem Design of Gradual CO [DiVincenzo et al. TOPLAS 2025]:
The First Gradual Verification Tool

Intermediate Intermediate
Language Language

78&& ...

Static
Verifier

Symbolic
Execution

Viper

. Gradual Viper
[MU"EI‘ et al. 2016] Copyright 2025 Jenna Wise & p




sttem Design of Gradual CO [DiVincenzo et al. TOPLAS 2025]:
The First Gradual Verification Tool

Intermediate Intermediate
Language Language

78&& ...

. Optimistic
SAEUE Static

Verifier Zifmerman et al. Verifier
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eston,
o

sed

Sourid Gradual
Syntbolic-Execution

 Then,

Symbolic
Execution

Symbolic
Execution

Viper

. £ 4 Gradual Viper
[Mller et al. 2016] “Copyright 2025 Jenna Wise & ’




?_xstem Design of Gradual CO [DiVincenzo et al. TOPLAS 2025]:

e First Gradual Verification Tool

Intermediate
Language

78&& ...

Optimistic Minimized
Static Run-time
Verifier Checks

Symbolic
Execution

Gradual Viper
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sttem Design of Gradual CO [DiVincenzo et al. TOPLAS 2025]:
The First Gradual Verification Tool

co
o= Compiler
Intermediate Q
Language Q

78&& ...

Optimistic Minimized
Static Run-time
Verifier Checks

Symbolic
Execution

Gradual Viper
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Gradual Verification of Recursive Heap Data Structures

D|V|ncan”‘zo ' td;aJ 2025 Zlmmmiifi;é?”ﬁ“’é"“’t al. 2024
1-C0- ;@wﬂm Gmmlal

Symb? n for
Grad Fication
How Gradual : { Tool Implementation:
Verification Works Gradual CO
I I

Run-time

Theory of ? & Run-time
Performance Study

Checking
w}éé ét aI zozo DiVf“h;c?iféﬁiﬁi?‘éiﬁi?ﬁlifiéo25
S ymbi‘i
Grad
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Research Questions [DiVincenzo et al. TOPLAS 2025]:
A Quantitative Performance Evaluation of Gradual CO

[RQ1] As specifications are made more precise, can more verification
conditions be eliminated statically?

[RQ2] Does gradual verification result in less run-time overhead than a fully
dynamic approach?

[RQ3] Are there types of specification constructs that significantly impact
run-time performance?

Copyright 2025 Jenna Wise & Purdue University 78



Thousands of Partial Specifications Evaluated

Benchmark # of Sa"_‘l?bd_ Partial
Specifications

Sorted Linked List 1,745
Binary Search Tree 3,473
Composite Tree 2,577

AVL Tree 3,057

Copyright 2025 Jenna Wise & Purdue University
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RQ1: As specifications are made more precise, can more verification

conditions be eliminated statically? YES

BST
1,500 - . Total VCs
B statically
Eliminated
» 1,000 -
Q
>
500 -
0 | | | | |

0 20 40 60 80 100
% Specified
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RQ2: Does gradual verification result in less run-time overhead than a
fully dynamic approach? YES

0.08

o

o

>
I

Time Elapsed (sec)
o
=
|

0.02 -

0.00

B Dynamic Verifier
B Memory Safety Verifier

B Gradual co

AVL (w = 128)

Gradual CO

reduces run-time overhead
by 7-40%

|
40 60 80 100
% Specified
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RQ2: Does gradual verification result in less run-time overhead than a

fully dynamic approach?

0.08

ot
o
>
|

Time Elapsed (sec)
o
o
P
|

0.02 -

0.00

AVL (w =128) Tracking owned fields at
method boundaries is
expensive!

20 40 60 80 100
% Specified
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RQ2: Does gradual verification result in less run-time overhead than a
fully dynamic approach?

AVL (w = 128)
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) B Memory Safety Verifier
© 0.06-
= B Gradual co
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% Specified
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RQ3: Are there types of specification constructs that significantly
impact run-time performance? YES

95th Percentile Changes in Run-time Overhead == 5 or ) 2

Adding predicates acreases in Run-time Overhead 95th Percentile Decreases i preconditions,
to preconditions, postconditions, and

£ 50- : :
postconditions, and g predicate bodies
predicate bodies o 40 decreases
increases overhead 5 overhead
g 304
& 4o & 207
S o
€ 20- £ 10+
O_ 0_ . . >\
S E E E & s EEE Z oz
s g 2 5 s £ 8§ = 5
@ put o o o — §®]
& o g — 8 o g
Location Added Within Specification Location Added Within Specification
B Accessibility Predicate B Predicate Instance Boolean Expression B ? Removed
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Gradual Verification of Recursive Heap Data Structures
”%“""ﬂan et al. 2024

How Gradual === Tool Implementation: Gradual CO Case Study:
Verification Works Gradual CO - Gradually Verifying a C
parser
I I 1

Run-time

Theory of ? & Run-time
Performance Study

Checking

Wise-et al. 2020 DiVin€énzo et al 2025
Gradtad Venflcatlon of ; -

S ymbl"g“
Grad
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Interesting Result:

Gradual CO detected
incorrect specifications for
AVL tree earlier than static
verification

Saved us a lot of time and effort!

Copyright 2025 Jenna Wise & Purdue University
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A Case Study: Gradually Verifying
[Wise DiVincenzo CMU 2023]

[RQ1,RQ2] What trends, themes, or trade-offs
occur during the verification process?

[RQ3] Is static or dynamic feedback helpful or
detrimental?

[RQ4] How is gradual verification used to find
bugs in real code?

[RQ5] What limitations does Gradual CO have?

[RQ6] What challenges does the software being
studied pose for gradual verification?
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The Case for Study: A C Parser Called Chibicc

Chibicc is a recursive descent parser for C programs found on Github with 10.4k

stars.
Token List

Q"Q_’ _'Q Code Features After Translation to
CO0 Code

Lines of Program

Code (LoPC) =i
Functions 229
AST with Types Loops 41

Modules 6
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Design &
Methodology

Gradually verified that the loops in
Chibicc’s main functions terminate using
Gradual CO over 1 week
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Key Results [Wise DiVincenzo CMU 2023]

A Few Key Results

RQ1, Avoided specifying ownership—an orthogonal property in orthogonal
RQ2 functions (over 200)—with Gradual CO and still received useful
verification feedback

RQ3, Early and often reporting of relevant static and dynamic verification
RQ4 errors helped us uncover bugs in specification and code earlier than
static verification alone

RQ5, Dynamic verification is limited by execution coverage, but selective
RQ6 applications of static verification with Gradual CO can cover for this
weakness.
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Thesis Work Shows:

It is possible to build gradual verification technology that

Tool Implementation:

« Verifies programs manipulating recursive heap data Gradual CO
structures [DiVincenzo et al. 2025]

Theory of ? & Run-time
| . Checking
« Is sound and adheres to gradual properties [Wise et al. 2020]

[Zimmerman et al. 2024]

e o . Run-time
o has minimized run-time overhead Performance Study
[DiVincenzo et al. 2025]

Gradual CO Case Study:

o IS USE_fUI n practlce Gradually Verifying a C parser

[Wise DiVincenzo 2023]




New Extensions and Integrations with Gradual Verification

Property-

based Test E Xecu thn
) Visualization
Generation /
\ Gradual C
Fractional Optimizations
Permissions
Quantifiers
Arrays
e Gradual “~
Specification Co Specification
Generation Repair with

with LLMs/AI LLMs/Al



Gradual
Verification:
Assuring
Programs
Incrementally

Prof. Jenna DiVincenzo
https://jennalwise.github.io/

Of: 0

Gradual Verification — supports incremental verification by
applying static (compile-time) verification where possible and

dynamic (run-time) verification where necessary
Current Projects:

Gradual Verifier for C

Secure code as it is written.
Easier to write bug free code!

Proof Synthesis for Gradual Verifiers

Gradual Verification for Education




	Gradual Verification:�Assuring Programs Incrementally
	Special Thanks to my Awesome Co-authors!
	Naïve Verification Attempt: Dynamic Verification
	Naïve Verification Attempt: Dynamic Verification
	Naïve Verification Attempt: Static Verification
	Slide Number 6
	Gradual Verification supports incremental verification �by applying�static verification where possible & dynamic verification where necessary. 
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Stop Specification Anytime with Gradual Verification
	Current State-of-the-Art in �Gradual Verification
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020] 
	Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020] 
	Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020] 
	Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020] 
	Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020] 
	Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020] 
	Theory of ? and Imprecise Formulas [Wise et al. OOPSLA 2020] 
	Slide Number 48
	Run-time Checking of Formulas [Wise et al. OOPSLA 2020] 
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Run-time Checking of Accessibility Predicates [Wise et al. OOPSLA 2020] 
	Important Gradual Properties
	Slide Number 71
	System Design of Gradual C0 [DiVincenzo et al. TOPLAS 2025]: �The First Gradual Verification Tool
	Slide Number 73
	Slide Number 74
	Slide Number 75
	C0 �Compiler
	Slide Number 77
	Research Questions [DiVincenzo et al. TOPLAS 2025]: �A Quantitative Performance Evaluation of Gradual C0
	Thousands of Partial Specifications Evaluated
	RQ1: As specifications are made more precise, can more verification conditions be eliminated statically? 
	RQ2: Does gradual verification result in less run-time overhead than a fully dynamic approach?�
	RQ2: Does gradual verification result in less run-time overhead than a fully dynamic approach?
	RQ2: Does gradual verification result in less run-time overhead than a fully dynamic approach?
	RQ3: Are there types of specification constructs that significantly impact run-time performance?
	Slide Number 85
	Interesting Result: �Gradual C0 detected incorrect specifications for AVL tree earlier than static verification
	Objective��To explore how gradual verification is used to verify real application software
	The Case for Study: A C Parser Called Chibicc 
	Design & Methodology
	Key Results [Wise DiVincenzo CMU 2023]
	Thesis Work Shows:
	Slide Number 92
	Gradual Verification: Assuring Programs Incrementally��Prof. Jenna DiVincenzo�https://jennalwise.github.io/

